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ccount and “customer
slationship, in general
ndividual, business or
ountry) resulting in loss
f access.. Chapter 4 -
arliament of Australia

luru statement
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HIS ELDER WAS-TOLD
O SIT DOWN AND
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IAYO, WHEN HE -WAS
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{E  WAS SO UPSET
VER MAYO, THAT HAS
O IDEA ABOUT HIS
EOPLE “AND = WHAT
HEY-WANT.

> Everyone! Pass it
Wl . Worth  watching,
o- . wonder, Albo's
ushing the voice under
rection of the UN/
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bit of information. This
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' BROTHERS & SISTERS.
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Have your say TWICE
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So many elders ‘were
never told what they
were "~ signing - .and
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Control: VOICE IS A
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the Nation's _Biggest

lhe Parhamem7
And isn't theré -legal
consequengés to
that??? I have seen
where:  some - elders
now claim that they
were tricked in signing
the Uluru . statement
and ‘are_ angry that
they are being used as
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Reset.Tech Australia

Summary

This report summarises extensive
experimental research and advocacy
over 2023 and 2024. It explores how
both digital platforms’' systems and
Australia’s voluntary regulatory
framework are not ‘fit for purpose’

: when it comes to mitigating the
This research was = 5
funded by the spread of misinformation and
disinformation.

; Susan MCKinnon Specifically, it documents systemic failings in:

Found ation 1. Platforms’ systems and processes regarding
misinformation and disinformation. Notably,

platforms’ content moderation systems and
advertising approval systems failed to mitigate risks
of spreading misinformation.

Authors & 2. Current oversight and transparency measures,

contributors which are in place under the Australian Code of
Practice on Disinformation and Misinformation

Rys Farthing (the Code). There were strong discrepancies

Alice Dawkins between platforms' statements in transparency
reports and evidentiary testing, and the complaints

With research assistance from: process was unable to adequately resolve issues.

Aruna Anderson
Racheline Tantular

Combined, this documents a complete failure of the
current approach to mitigating against misinformation
Content moderation expert panel: and disinformation in Australia.
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This report recommends a more active role for regulation,
and documents empirically-tested models for doing so.
Specifically, it recommends a ‘five pillar’ framework:

Placing clear responsibilities on platforms to reduce the risks posed by
misinformation and disinformation. These need to come from law and
regulation, not industry. For example:

« Empowering the ACMA to intervene and substitute the Code with a
regulatory standard before a ‘total failure’ of the Code occurs. Where
substantial deficiencies are evident, as they are currently, the ACMA should
be able to act!

+ Replacing the industry-drafted and industry-supervised Australian Code of
Practice on Disinformation and Misinformation with a regulator-drafted,
regulator-supervised Code, developed in extensive consultation with
independent researchers and civil society.

« Considering a duty of care on platforms to protect end users from
misinformation and disinformation.

Requiring proactive risk assessments for larger platforms. These could

be Australian versions of the risk assessment requirements that are already
produced under the EU’s Digital Services Act, to reduce regulatory burden.
Platforms would need to fill in a template produced by the regulator with
specific sorts of information and levels of clarity, rather than leaving it to the
platforms to craft and decide themselves.

Requiring platforms to take fair and reasonable steps to mitigate against
the risks identified in their risk assessment.

An effective transparency regime. This includes for example, requiring:

« Large platforms routinely publish transparency data, in prescribed ways,
without ACMA requests needing to be made. This would help improve
both public trust and transparency, as well as reduce the burden on
ACMA. Effective transparency reporting requires clear direction, and clear
prescriptions for reporting.?

« Requiring researcher access to public interest data, enabling independent
researchers to request relevant data from platforms. These requirements
could mimic requirements established under the EU’s Digital Services Act,
which means large platforms would not have to establish new systems to
comply.

Effective accountability, including enabling regulators to take meaningful
action against platforms.



Reset.Tech Australia

Contents

g5 gole [Blerd Te] g b iRt Tiecst ap oumids T s s B e o e R L e 5

Monitoring platforms’ systems & processes......ncenecenecseseseeeenens 6

Monitoring the efficacy of current transparency

=T alo fi=Teiei0] 8 | aler= | o] | LAY N=Te [0 AT r s o el e it oo o s b o e o 7

1. Failures of platforms’ systems and processes...........vnvenesesennnne 8
A. Failures in content moderation Systems.........eereeeereeieeriesennnns 8
B. Failures in advertising approval Systems........eoncersercerennes 1
C. The underappreciated importance of recommmender
systems in shaping political diSCOUrse......... e, 14

2. Failures of transparency and accountability
FncastreSIPEAUSEralia o S S R e i e 15
A. Inconsistencies in transparency repPOrtS... e 15
B. Transparency reports are allowed to be misleading...................... 17
C. Accountability measures do not resolve issues..........reerrs 21

Conclusion and recomMmMENAAtiONS .......cvricrinresernenenissississssssssssssssssssaes 24

AR P e e e S A s e e 26
A. Investigations into platforms’ systems.....eeieeieeeeeerieenn. 26
B. Investigations into accountability
AN L FaNSPAFERCY TCASUHIES S i i s o s oob st st 30

Endhnotes s ot i e S i e e e e



Functioning or Failing: An evaluation of the efficacy of the Return to Contents 5
Australian Code of Practice on Disinformation and Misinformation

Introduction

Early in 2023, as Australia prepared for a referendum,
Reset.Tech Australia was approached by Susan
McKinnon Foundation to design a comprehensive
research project to test the efficacy of the Australian
Code of Practice on Misinformation and Disinformation
(the Code).® Drawing on methodologies deployed
across the global Reset.Tech network, we designed

a monitoring schema and a series of experiments to
evaluate platform mitigation and response efforts to
misinformation and disinformation. Where escalation
was necessary, we took evidence of breaches through
both platform intermediation and independent
complaints mechanisms. These processes also offer
empirical findings on Australia’s current platform
transparency and accountability frameworks.
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Monitoring platforms’
systems & processes

Platforms rely on a range of systems and
processes to mitigate misinformation and
disinformation. The operation of these systems
and the efficacy of the processes are generally
obscured from the view of the public, or even
relevant regulators. The efficacy of these
systems can shape the amount and prevalence
of misinformation and disinformation in the
‘information architecture’. In other words,
well-functioning platform systems should
meaningfully reduce distortions in Australians’
digital content feeds.

Reset.Tech has long advocated for a ‘systems

and processes“ approach when it comes to
legislative action on digital risks. Whether the central
policy problem is misinformation, data harvesting, or
hate speech, the systems and processes platforms
deploy matter. Addressing systems and processes
can address the problems ‘upstream’ rather than
waiting for the fallout to happen. A truly systemic
process requires three core elements. First,
accountability, so that non-industry parties set the
obligations. Second, transparency, so that regulators
and the public can scrutinise platforms’ attempts

at risk management.® Third, enforcement, to make
accountability and transparency efforts meaningful.
Anything else is just a cosmetic fix.

Misinformation and disinformation is an issue of
platform accountability and how platforms create or
mitigate the conditions that allow misinformation
and disinformation to flourish.

There is an important and lively debate about what
counts as misinformation and disinformation,
however, this is not the focus of this research. This
research explores if platforms’ systems and processes
function as they report they do, assessed against
their own policies. Platforms decide what types of
misinformation and disinformation content they act
on, described in their community guidelines and
other policies, and importantly what systems and
processes they deploy.

What we did

We tested three different systems—content
moderation systems, advertising approval systems,
and content recommender systems (known short-
hand as ‘algorithms’)—on various platforms, namely
Facebook, TikTok, X (formerly Twitter) and Google.
We identified persistent flaws in platforms’ attempts
to mitigate misinformation and disinformation
across all three systems. For example, compliance
with content moderation policies was routinely low
and led to very modest takedown and labelling

rates for misinformation, and automated advertising
approvals processes were vulnerable to automatically
green-lighting paid-for misinformation. On a more
exploratory note, we also discovered that TikTok and
X send users trained on ‘neutral’ news content into
one-sided political ‘rabbit holes’ or ‘filter bubbles'.
See the Appendix for a summary of these reports.
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Monitoring the efficacy
of current transparency

and accountability

There are modest attempts at voluntary
transparency and accountability requirements for
platforms via the Australian Code of Practice on
Disinformation and Misinformation (the Code). The
Code closely resembles the framework relied on in
Europe before the much more comprehensive Digital
Services Act.®

This report’s findings on an environment of scarce
transparency and weak accountability should
encourage reflection about whether this voluntary,
industry-led approach, and its signature Code,
should be relied upon in Australia.

regimes

What we did

We tested the efficacy of the current accountability
and transparency measures in Australia, using the
requirements outlined in the Australian Code of
Practice on Disinformation and Misinformation,” .
Using the results of our system tests, we were able
to draw inferences about the accuracy of platforms’
transparency reports and compliance

with minimum standards set by the Code.

We identified multiple inconsistencies with
platforms’ transparency reports and issues with
compliance. Of the issues we escalated to platforms
and complaints mechanisms, these mechanisms did
not offer effective solutions.
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1. Failures of platforms’
systems and processes

We tested three key systems deployed by

platforms; content moderation, advertising approvals,
and content recommender systems (or algorithmes).
We identified persistent flaws in platforms’ attempts
to mitigate misinformation and disinformation across
all three systems.

A. Failures in content moderation systems

Content moderation systems are an important part of a platform’s response to
misinformation and disinformation, and dictate how platforms respond to content
that violates their terms and guidelines. A range of responses are possible across
platforms, from removal of violative content, labelling violative content with
‘warning labels’, demoting violative content to reduce its reach or inaction,

where platforms take no action against content that violates their guidelines.
Content moderation systems are largely automated with a ‘human in the loop'.

We ran two experiments to test platforms’ content moderation systems, and

how they responded to user-reports of misinformation. Specifically, we explored
whether platforms remove electoral process misinformation when they are made
aware of it via user-reporting.

The first evaluation looked at content that included claims that Australian
elections had been rigged, that ballots had or would be stolen, or that the Voice
referendum vote was invalid or illegal. These narratives had all been previously
fact checked as false by either AAP or RMIT Factlab and violated various platform
policies on electoral integrity. We reported and monitored 25 posts on TikTok, 24
on Facebook and 50 on X.

The second evaluation focused on content claiming that the referendum was
unconstitutional or that it was rigged. Again, these narratives had all been
previously fact checked as false, and violated platforms’ policies. We reported and
monitored 22 posts on TikTok, 35 on Facebook and 50 on X.
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According to each platform’s commmunity guidelines, once detected,
this sort of content should be:

> Removed on TikTok,
> Removed or labelled on X, and

» ‘Demoted in prevalence’ on Facebook, which we assume would involve
labelling and/or de-amplifying

However we found that none of the platforms were effectively
enforcing their community guidelines (see Figure 1).

Content that claimed that Australian
elections had been rigged, that ballots
had or would be stolen, or that the Voice
referendum vote was invalid or illegal

Content claiming that

the Voice referendum was
unconstitutional or that it
was rigged

e

il

Proactive
response rate

Platforms did not appear to proactively remove,
label or demote this sort of content.

> TikTok's content removal or labelling rate without
reporting is at best® 4% in a week.

>  Facebook’s content removal or labelling rate
without reporting is at best 4% in a week.

>  X's content removal or labelling rate without
reporting is 0% in a week.

Platforms do not appear to proactively
remove, label or demote this sort of content.

> TikTok's content removal or labelling rate
without reporting is at best 5% in a week.

> Facebook's content removal or labelling
rate without reporting is at best 6% in a
week.

> X'scontent removal or labelling rate
without reporting is at best 2% in a week.

Response
rates after
reporting

Reporting electoral process misinformation
appears to make little difference on Facebook and
X, while it makes a moderate difference on TikTok.

> TikTok's content removal or labelling rate for
violative content that is reported by users is
32% in a fortnight.

»  Facebook’s content removal or labelling rate for
violative content that is reported by users is
0% in a fortnight.

> X's content removal or labelling rate for
violative content that is reported by users is
0% in a fortnight.

Electoral process misinformation continues to
grow in reach even after reporting, which suggests
that it is not adequately being de-amplified.

Reporting electoral process misinformation
appears to make little difference on
Facebook and X, while it makes a moderate
difference on TikTok.

> TikTok's content removal or labelling rate
for violative content that is reported by
users is 9% in a week.

> Facebook's content removal or labelling
rate for violative content that is reported
by users is 0% in a week.

> X's content removal or labelling rate for
violative content that is reported by users
is 0% in a week.

Electoral process misinformation continues
to grow in reach even after reporting, which
suggests that it is not adequately being de-
amplified.

Consistency
of response

The nature of the content that becomes unavailable
or was labelled did not appear to be substantively
different to the content that was not removed

or labelled, suggesting that the moderation was
irregular and ‘whack-a-mole’ rather than systematic
and complete.

The nature of the content that became
unavailable or was labelled did not appear
substantively different to content that was
not labelled or removed, suggesting again
that moderation was irregular and ‘whack-a-
mole’ rather than systematic and complete.

Figure 1: The efficacy of platforms’ content moderation systems across two testing cycles.
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We also explored a common concern regarding platform content moderation:
whether platforms’ processes exhibited political bias, by ‘over-moderating’
legitimate political debate. We monitored 400 random pieces each of #VoteNo
and #VoteYes content on Facebook and X, generating a total sample size of
800. We then tracked over a four week period if platforms inappropriately
moderated this content, by applying measures such as takedowns, labelling, or
de-amplification.

We found limited evidence of platform over-moderation. The technigques used in
this research encourage overestimation, but even these overestimates ranged
from 0.25% on Facebook to 2% on X. Further, there was limited evidence of
political bias in over-moderation. We encourage further research on this point as
we note that domestic policy debates over digital content distribution in Australia
have previously become consumed by allegations of unfairness or unequal
treatment based on the political orientation of the user.

Why does this matter?

This research demonstrates that platforms
largely do not act on misinformation and
disinformation content that violates their
guidelines, specifically electoral guidelines,
even when they are aware of it. It also
suggests that content moderation systems
failed to protect the Australian information
architecture from misinformation and
disinformation in the lead up to the Voice
referendum.
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B. Failures in advertising approval systems

Platforms have strict rules and guidelines about what content can be included
in paid-for advertising, including electoral and political misinformation. They
deploy automated and ‘human-in-the-loop’ systems to prevent misinformation
appearing in paid-for ads.

We tested platforms’ advertising approval systems for compliance with their own
rules and guidelines by putting forward a range of paid-for ads containing explicit
electoral misinformation. For ethical reasons, none of these ads were run, rather
they were cancelled after they had been through the platform’s approval systems.
To be clear, no misinformation was published as a result of this experiment. We
tested advertising approval systems on Facebook, TikTok, X (Twitter) and Google.

According to each platform’s guidelines, political ads:

> Are not allowed on TikTok
> Are not allowed on X in Australia

> Are allowed on Facebook, but only by advertisers who register and where they
comply with requirements about misinformation (among other requirements).
Ads containing misinformation are not allowed

> Are allowed on Google, but only by advertisers who go through a verification
process, and do not include demonstrably false claims that could undermine
trust and participation in elections

However, we found that none of the platforms were effectively enforcing these
guidelines. This experiment found that:

> TikTok's system appeared to catch some political advertising and
misinformation, but not the majority. We submitted ten ads containing paid-for
misinformation to test TikTok's ad approval system, and 70% were approved.
TikTok approved seven ads, rejected one ad and did not review the final two
after detecting the violating ad.

» Facebook’s system does not detect misinformation in advertising, but does
detect if advertisers self-declare political advertising without first registering
to be able to post political ads. We submitted twenty ads containing paid-for
misinformation and 95% were approved. Meta approved 19 ads containing
misinformation that were not self-identified as ‘political ads’, rejecting only one
ad that we had voluntarily identified as a political ad. It was rejected because
we had not registered to be able to post political ads, not because it contained
misinformation.

» X's (Twitter's) system did not request self-identification for political ads, nor did
their system detect or reject it. We submitted fifteen posts containing paid-for
misinformation and 100% were approved.

» Google's system approved 100% of the 15 ads we scheduled to run on their
advertising platform. It did not ask us to identify whether the ads were political,
rather Google verified the business itself. Tellingly, a few days after our ads were
approved to run, Google's credit card authentication system spotted that our
‘company nhame'’ and credit card account did not match, and our account was
marked for deletion. This suggests that Google’s fraud detection systems are
sensitive and responsive, which may help weed out some bot accounts, but
their misinformation detection processes are less robust.



Reset.Tech Australia Return to Contents 12

Responses from some platforms to this experiment suggested that there is a
subsequent approval process that kicks in at a later stage to the initial approval
process, which our experiments would not have ‘triggered’ because we cancelled
our ads. This claim is inconsistent with platforms’ own public declarations of how
their advertising approvals processes work (see Figure 2). It is also inconsistent
with previous research undertaken by Reset.Tech Australia, where no ‘secondary’
approval process was involved in detecting misinformation in advertising.?

This inconsistency suggests that there is a gap between public statements and
actual practice, that would benefit from clarification independent of the platforms
themselves, such as through legislatively mandated transparency measures.

Figure 2: Meta'’s description of the advertising approvals flow.”

Meta’s description of the advertising approvals flow
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Paid for misinformation ads that were approved to run by Google.

Voice Ref is OPTIONAL!

Don't be fooled by Canberra, just ignore it *

B

BREAKING NEWS
OTE——

Voice officially
CANCELLED, as They dortvantyou

know...

Canberra bails on the ref 16-yoar.olds

can have a
Click here for mare info say in the
Voice Ref!

Find aut mare

Figure 3: Examples of advertising that was approved to run on Google.

Why does this matter?

This research demonstrated how easy it is to

run obvious misinformation in paid-for advertising,
even when it violates platforms’ guidelines.

This suggests that advertising approval systems

will fail to protect the Australian information
architecture from misinformation and disinformation
from bad actors who seek to misuse it.
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C. The underappreciated importance
of recommender systems in shaping
political discourse

Content recommmender systems, often called ‘algorithms’, are important systems
that decide what content platforms will promote and what they will demote.
While the details of how they operate are often unknown, the effects can be
powerful. For example, at one stage, YouTube executives revealed that their
recommender system drives 70% of the media that users consume on the
platform.” Recommender systems can distort political debate by promoting
extremist or dangerous content, but can also shape debate by pushing one-sided
or partisan content to users. This effect is often described as the ‘filter bubble’

or ‘rabbit hole' effect, and is known to damage the diversity of content people
consume.

We explored the effect of social media algorithms on political content promotion
concerning the Voice referendum. We set up sock puppets (or ‘fake accounts’) on
TikTok and X (formerly Twitter) to observe the rate at which these accounts fell
into ‘Yes' or ‘No’ filter bubbles.

We found that our sock puppet accounts fell into Yes and No aligned filter
bubbles relatively easily:

> On TikTok, we primed four sock puppet accounts. Two of them fell into strong
‘No’ filter bubbles within 400 videos. One fell into a ‘Yes' filter bubble within
250 videos, and one failed to fall into a filter bubble.

> On X, we primed two sock puppet accounts, with one falling into a ‘No’ filter
bubble after around 300 Xs (tweets) and the other into a ‘Yes' filter bubble after
around 200 tweets.

Why does this matter?

This research suggests that platforms’
recommender systems can play a role in dividing
the political discourse that Australians consume,
which could in turn shape the polarities of
Australian political debates. Despite these risks,
algorithms and content recommender systems
remain largely invisible to Australian researchers
and regulators.
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2. Failures of transparency
and accountability
measures in Australia

In the process of this research, we also tested

the efficacy of the current accountability and
transparency measures in the Australian Code of
Practice on Disinformation and Misinformation,'?
(the Code). We identified multiple inconsistencies
between platforms’ transparency reports and issues
with compliance that have not been resolved.

A. Inconsistencies in transparency reports

Under the Code, each year signatory platforms are required to submit a
transparency report that documents their actions to mitigate misinformation and
their effectiveness. These transparency reports are authored by platforms, who
primarily decide what to address and what level of detail or evidence to include. In
contrast, platform transparency reports produced under the Digital Services Act are
required to follow templates set by the regulator with mandatory requirements.

Australian transparency reports do not hold up to scrutiny. For example, there are
systemic inconsistencies between the way platforms describe the functioning of
their advertising systems and the efficacy of these systems as we tested them.
While platforms included a description of their handling of political advertising
and misinformation in their transparency reports (one indicative example
provided in Figure 4), none noted or addressed these issues uncovered in our
independent testing.
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What this
research found

70% of misinformation
ads were approved

to run, including ads
claiming that the date
of the referendum
was November 3lst

or that you could vote
via SMS.

TikTok’s claim in their last
transparency report®

“Outcome 2: Advertising and/or
monetisation incentives for Disinformation
and Misinformation are reduced.

As TikTok grows, we continue to maintain
strong platform control by strengthening
our advertising policies. We do not allow
the monetisation of government-owned
accounts or political advertising, with

the exception of cause-based advertising
and information notices from non-

profit or governmental organisations

in collaboration with TikTok Sales
Representatives. Our advertising policies
also contain strict prohibitions on ads that
contain deceptive or misleading claims, or
which attempt to exploit or profiteer from
sensitive events or subjects, such as the
COVID-19 pandemic.”

Figure 4: An example of how platforms describe their advertising approval systems in

their transparency reports, compared to the results of Reset.Tech'’s testing.

Why does this matter?

This research suggests that transparency
reports do not accurately describe the efficacy
of platforms’ systems, and that the reports do
not appear to be subject to evidential scrutiny
before publication. This suggests that the self-
reporting transparency mechanisms under the
Code may not create the necessary conditions
for meaningful transparency.
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B. Transparency reports are allowed to
be misleading

Alongside descriptions of processes that appear ineffective, we also noted a
number of claims in transparency reports that appear to be misleading.

For example, Meta's 2023 Transparency Report states that “Meta applies

a warning label to content found to be false by third-party fact-checking
organisations. We have maintained the approach outlined in our 2021 and
2022 transparency report. Between 1January and 31 December 2022, we
displayed warnings on over 9 million distinct pieces of content on Facebook in
Australia (including reshares) based on articles written by our third party fact
checking partners.”™

However, while Meta claims to label all content found to be false by fact-
checkers, in reality they only label all posts found to be false by fact-checkers.
We were concerned that the statement made in Meta's transparency reports
appeared to overstate their response to fact-checked falsehoods (see Figure 5).

No, Australia and Russia are not| " = There’s only
the only sovereign states tWo countries
- that are still
WHAT WAS CLAIMED OUR VERDICT soverlgn In thls
Russia and Australia False. Around 200 WO rld:
are the only two countries meet the N
countries still criteria to be Australla &
considered sovereign. sovereign states. =
Russia
This is a fact-checker’s finding This is content that is not labelled

despite containing fact-checked
misinformation, as it was not
the exact post the fact-checker
reviewed™

Figure 5: An example of content that will not be labelled despite a fact-checkers finding.
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While the difference between claiming all content is labelled vs all posts are labelled may feel
like mere semantic differences, we are confident that the statement in Meta’s 2023 Transparency
Report is misleading. Working with YouGov, we polled 1,005 Australians to ask about their
interpretation of Meta'’s claim in their Transparency Report and found that only 35% thought that
the statement would mean only exact posts checked by fact-checkers were labelled, while 44%
thought that all content containing fact-checked falsehoods would be labelled (see Figure 6).

In effect, the statement misleads the public more often than it informs them.

50%

40%

30%

20%

10%

0%

All content containing ‘facts Only individual posts found Don't know
found to be false by fact- to be false by fact-checkers
checkers’ has a warning label has a warning label

Figure 6: Polling showing that more Australians effectively misunderstood the statement than
understood it (n=1,005)"®

We reported our concerns to Meta on November 29th 2023, seeking clarification on their
statement in the Transparency Report and requesting further information for their next
reporting cycle. Meta responded with an initial response on December 15th. Meta made clear
that the statements in their Transparency Report intended to claim that only identical or near
identical content to that which is reviewed by fact-checkers is removed (see Figure 7).

Meta's statement in their Meta’s explanation
Transparency Report of the Statement
“Meta applies a warning label “Where content is reviewed by
to content found to be false our fact-checking partners and
by third-party fact-checking found to be false, Meta applies
organisations.” a warning label to that specific
item of content. In this regard, the
Statement is both accurate and
complete.”

Figure 7: Statements made in Meta’s Transparency Report compared to clarifications offered in correspondence.
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Method

Izl @ > We identified 17 fact-checking articles relating to the

bt Voice referendum and electoral integrity from AAP Factcheck,
a verified signatory of the IFCN Code of principles” and
registered third-party checker on the Facebook platform.®

All 17 claims were deemed to be false by AAP.

> We found 152 posts that repeated one or more of these
fact-checked falsehoods

> A panel of 4 experts (including academics and legal
practitioners) unanimously confirmed that each piece of
content repeated a claim that had been found false by an
AAP FactCheck article

> We reported these 152 posts on Facebook’s reporting system
and monitored them to see if they were labelled

> Only 8% were labelled by the platform within the four week
monitoring period

> We then escalated our findings to Meta, as an issue that
potentially challenged a statement in their transparency report

> In communication with Meta, they confirmed that their
process only labelled the exact posts checked by fact-checkers

s\,
=>-|:l- (or near identical posts) rather than all content found to be false
—= _] by fact-checkers (see Figure 7).
> We then launched our complaint under Digi’s
Independent Complaints Subcommittee
o

Figure 8: The method for reporting and monitoring content that repeated fact-checked falsehoods.
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In January 2024 we made a complaint to Digi's Independent Complaints
Subcommittee about the statement and its capacity to mislead the public,
seeking a public correction. Digi have created an independent complaints
mechanism process under the Code, and have supplied a Terms of Reference

for eligible complaints. Under the Terms of Reference, complaints against code
signatories are allowed if they have materially breached the Code. With regards to
transparency reports, a material breach is described as ‘providing materially false
information about the measures that it has or will implement to comply with the
Code commitments.'™

Our complaint was about misleading statements, and it was dismissed by the
Independent Complaints Subcommittee on April 15th 2024 because it did not
provide evidence that the statement was materially false.

This dismissal raises two key concerns:

> Firstly, it indicates that the Code sets a lower standard for social media
companies than other companies in Australia. Where other companies are
prohibited from misleading and deceptive conduct, the Code and its complaints
facility effectively overlooks that and only upholds complaints that provide
evidence of materially false statements. There is effectively no way to hold
platforms to account for demonstrably misleading the public under the Code.

» Secondly, it demonstrates that the transparency reports produced in Australia fit
more neatly into the realm of ‘transparency theatre’ than ‘tool for accountability’.
If statements are allowed that confuse the public more than inform the public, it
is clear that platforms do not see the public as the intended audience for these
reports nor do they see the role of these reports as accurately informing them.
The role of these transparency reports is more accurately described as fulfilling
the minimal, industry-set requirements of Digi, an industry lobby group.

Why does this matter?

Industry developed and oversees the Code. By
effectively setting the bar for complaints to prove a
reporting statement is ‘materially false’ rather than

the more commonly used standard of ‘misleading and
deceptive conduct’ industry has once again carved out
a state of exception for digital platforms that reduces
public accountability. Further, it highlights that the
purpose of the Code’s transparency reports is to meet
industry requirements, rather than to meaningfully
inform the public.
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C. Accountability measures do not resolve issues

Under the Code, each platform has a core set of minimum obligations. One

of these is to “implement and publish policies, procedures and appropriate
guidelines that will enable users to report the types of behaviours and content
that violates their policies" (emphasis added).

Three weeks before the referendum, X quietly removed the ability for users to
report electoral misinformation violating the platform’s commmunity guidelines.
X's user reporting flow previously allowed Australians to report misleading
political content, but despite their clear community guidelines prohibiting
electoral misinformation, this option was removed from the platform. This was
a clear breach of X's commitments under the Code, so we launched a complaint
under Digi's independent complaints process.

Despite the urgency and importance of the issue, the complaint process could
not issue a response until six weeks after the referendum nor could the process
compel X to actually remedy the issue. Instead, X's signatory status was revoked
by Digi, meaning X are no longer signatories to the Code and no longer have

any obligations to meet any of the Code's requirements. This was the strongest
possible response to this breach, but still leaves Australian users without a way to
report electoral misinformation.
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Timeline

O g » Wednesday September 26th: Reset.Tech first contacts X via email

to the Managing Director of Australia, via direct message on X and
attempts to connect via LinkedIn. We also contacted their press
email.? We did not hear back from X. Under the Code, complaints can
only be considered where a platform has been contacted first and
had time to reply, so we needed to contact X in the first instance.

O —_— »  Monday October 2nd: Reset.Tech reaches back out to X, and still
receives no response.

O [ » Wednesday October 4th: Reset.Tech lodges a complaint with Digji,
administrator of the complaints process.

O — » Thursday October 5th: Digi reply confirming that our complaint is
deemed eligible. They refer the complaint to X and request that X
provide us with a response on or before 10pm AEDT, October 9, 2023
and that X resolve this issue with us by 10pm AEDT October

10 2023.

O — » Monday October 9th: We inform Digi that X have not responded to us.
O — »  Tuesday October 10th: We inform Digi that X have not resolved

the issue with us. Digi respond to inform us that ‘it is likely that the
Complaints Sub-committee will next meet to consider your complaint

in November 2023 in accordance with (their) complaints process’.

Saturday October 14th: Referendum occurs.

o)
|

Rt » Monday November 13th: The Complaints committee hears the
complaint, almost one month after the referendum.

O == » Monday November 27th: The Complaints commmittee issues its
findings, striking X from the Code, six weeks after the referendum
occurs.

O — » At the time of publication of this report, Australian users still have no
way to report electoral misinformation on X.

Figure 9: A timeline of the complaints process that lead to X being removed from the Digi Code.
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Why does this matter?

This research suggests that the Code

does not create the conditions to ensure
compliance with minimum obligations.
Signatories may breach their commitments
and when they are caught (in this case, from
external and third-party oversight), Digi are
unable to compel effective redress.

Artwork Credit: Clarote & Al4Media/Better Images of Al/Power/
Profit/CC-BY 4.0
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Conclusion and
recommendations

This research documents systemic failures in:

1. Platforms’ systems and processes regarding misinformation and
disinformation. Notably, content moderation systems and advertising
approval systems appear to routinely fail to deliver on their promises for
mitigating misinformation and disinformation.

2. Current oversight and transparency measures in place under the
Australian Code of Practice on Disinformation and Misinformation.
There were obvious discrepancies between platforms’ statements in
transparency reports and evidentiary testing, such discrepancies are
acceptable under the Code even where they are misleading, and the
complaints process fails to compel necessary redress.

Combined, this represents a complete failure of the current governance approach
in Australia to mitigating against misinformation and disinformation.
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The proposed framework under the Combatting Misinformation and
Disinformation Bill (Exposure Draft) is a step in the right direction but needs
strengthening lest the deficiencies of platforms’ mitigation efforts become lost
in strung out co-regulatory exercises. What is required is effective, meaningful
regulation that achieves five key pillars:

Placing clear responsibilities on platforms to reduce the risks
posed by misinformation and disinformation. These need to come
from law and regulation, not industry. For example:

« Empowering the ACMA to intervene and substitute the Code with
a regulatory standard before a ‘total failure’ of the Code occurs.
Where substantial deficiencies are evident, as they are currently,
the ACMA should be able to act.?

- Replacing the industry-drafted and industry-supervised Australian
Code of Practice on Disinformation and Misinformation with a
regulator-drafted, regulator-supervised Code, developed in extensive
consultation with independent researchers and civil society.

. Considering a duty of care on platforms to protect end users from
misinformation and disinformation.

Requiring proactive risk assessments for larger platforms.
These could be Australian versions of the risk assessment
requirements that are already produced under the EU’s Digital
Services Act, to reduce regulatory burden. Platforms would need
to fill in a template produced by the regulator with specific sorts
of information and levels of clarity, rather than leaving it to the
platforms to craft and decide themselves.

Requiring platforms to take fair and reasonable steps to mitigate
against the risks identified in their risk assessment.

An effective transparency regime. This includes for example,
requiring:

- Large platforms routinely publish transparency data, in prescribed
ways, without ACMA requests needing to be made. This would help
improve both public trust and transparency, as well as reduce the
burden on ACMA. Effective transparency reporting requires clear
direction, and clear prescriptions for reporting.?

- Requiring researcher access to public interest data, enabling
independent researchers to request relevant data from platforms.
These requirements could mimic requirements established under
the EU’s Digital Services Act, which means large platforms would
not have to establish new systems to comply.

Effective accountability, including enabling regulators to take
meaningful action against platforms.
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Appendix

A. Investigations into platforms’ systems

I. Content moderation systems

We released two reports exploring platforms’ content moderation systems, How do platforms
respond to user-reports of electoral process misinformation??* and Is political content over- or
under-moderated?.?®

How do platforms respond to user-reports of electoral process misinformation? explored platforms’
responses to content including claims that Australian elections had been rigged, that ballots had
or would be stolen, or that the Voice referendum vote was invalid or illegal. These narratives had all
been previously fact checked as false, and violated platforms’ guidelines around electoral integrity.
We reported and monitored 25 posts on TikTok, 24 on Facebook and 50 on X (formerly Twitter). It
found that rates of take down, labelling and demotion were exceedingly low, ranging from 0% after
reporting on X and Facebook, to 32% on TikTok.

Figure 11: Referendum rigging, corruption, or scams

Lantds e Triard

still available &

Two pieces of content that described the Voice referendum in relation to corruption, scams or
upcoming ‘rigging’ became unavailable.

Other content that described the Voice referendum in relation to corruption, scams or upcoming
‘rigging’, for example, accusing the AEC of tricking indigenous people with a scam or corrupt mock vote.
This includes some of the same actors as in the unavailable material.

Figure 10: Examples of content that became unavailable, compared to content that remained online.
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Is political content over- or under-moderated? Explored if the content moderation systems of
three major platforms—TikTok, Facebook and X—were over- or under-moderated, and if they
displayed political bias when it came to content relating to the Voice referendum in Australia.
We tested for differing levels of ‘over-moderation’, or where platforms had inappropriately
removed, demoted or labelled Yes-aligned or No-aligned content. We found:

» Over-moderation: we found limited evidence of platform over-moderation.
The techniques used in this research encourage overestimation, but even these
overestimates ranged from 0.25% on Facebook to 2% on X. There is limited evidence of bias,
however, we found X may over-moderate #VoteNo content, and Facebook appears to favour
#VoteNo content in its video recommender algorithm to a five-fold magnitude.

» Under-moderation: our findings suggest misinformation was substantially under-moderated
across all three platforms. Misleading content regarding electoral processes that violates each
of the platforms’ community guidelines was not removed when platforms became aware of
it. Between 75% and 100% of misinformation was subject to under-moderation, depending
on the platform and its substance. No political bias was detected in these processes.
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Figure 11: Examples of inconsistent moderation outcomes, indicating users removed themselves rather than content
moderation systems. In both instances, the content on the left hand side became unavailable. An identical version
(TikTok) and a comparable version (Facebook) remained available.
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Figure 12: an ad approved on
Facebook

Il. Advertising approval systems ‘ I :
Misinformation in paid-for advertising® demonstrates issues with BREAKING: Voice canceled,
platform responses to electoral misinformation served through paid-for = ai bR i sl
advertising and weaknesses in platform transparency reports to the
Australian Code of Practice on Disinformation and Misinformation.

Tung i far afficial statermpnt fram tie P

We put forward a range of paid-for ads containing explicit electoral
misinformation for approval to run on Facebook, TikTok and X, and found:

> TikTok's system appeared to catch some political advertising and
misinformation, but not the majority. We submitted ten ads containing
paid-for misinformation to test TikTok's ad approval system, and 70%
were approved. TikTok approved seven ads, rejected one ad and did not
review the final two after detecting the violating ad.

» Facebook's system appeared entirely dependent on an advertiser's self-declarations regarding
the nature of the advertising, which evidently offers insufficient protection against bad actors.
We submitted twenty ads containing paid-for misinformation to test Meta's ad approval system,
and 95% were approved. Meta approved all nineteen ads that were not self-identified as ‘political ads/,
rejecting only one ad that we had voluntarily identified as a political ad.

» X's system did not request self-identification for political ads, nor did their system detect or reject it.
We submitted fifteen posts containing paid-for misinformation to test X's ad approval system, and 100%
were approved and scheduled to run.

None of these ads were run, as we cancelled them after gaining approval.

To be clear, no misinformation was published as a result of this experiment.
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Figure 13: Ads approved on Facebook.
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Ill. Recommender systems

Recommender systems and political content?” explores the effect of social media algorithms on political
content promotion concerning the Voice referendum in Australia. We set up sock puppets (or ‘fake accounts’)
on TikTok and X (formerly Twitter) to observe the rate at which these accounts fell into ‘Yes' or ‘No’ filter
bubbles. This report found that:

> On TikTok: We primed four sock puppet accounts. Two of them fell into strong ‘No’ filter bubbles within
400 videos. One fell into a ‘Yes' filter bubble within 250 videos, and one failed to fall into a filter bubble.

> On X: We primed two sock puppet accounts, with one falling into a ‘No’ filter bubble after around
300 Xs (tweets) and the other into a ‘Yes' filter bubble after around 200 Xs.

Yes Count
(
'

Video rumber

® Cumulatve Yes Count ~ Trendine R? = 0.981 ® Cumulative Yes Count — Trendine &' = 0.701

Figure 1: The two accounts that were trained to be recommended ‘Yes’ content.

No Count
o Count

0 100 200 300 400 0

° 100 20 100
Video number Video number

@ Cumulative No Count ~ Trendline R = 0.993 ® Cumulatve No Count ~ Trendine R” = 0.996

Figure 2: The two accounts that were trained to be recommended ‘No’ content.

A .

Figure 14: An excerpt from the report showing the number of Yes posts recommended to the two accounts trained to
be recommended ‘Yes' content on TikTok (top), and Number of No posts that were trained to be recommended ‘No’
content on TikTok (bottom).
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B. Investigations into accountability and
transparency measures

I. Investigations into claims in Meta’s transparency report regarding statements about
labelling fact checked misinformation

Meta's transparency report included demonstrably misleading statements, but it appears the
threshold for a complaint to be upheld under the Digi process is a different, lower standard
of ‘material falsehood'. Elsewhere in Australian corporate law, misleading and deceptive
conduct is prohibited.

Who are DIGI Transparency Reports for?

27 March, 2024
Mis and Dis information

Home

About

News In November of 2023, we wrote to Meta’s Australian office with our concerns 1
about a statement in their last Transparency Report. We asserted that Meta
made a potentially misleading statement about their efforts to reduce
misinformation via a process known as ‘labelling’ (more on how this works
below). We requested that Meta provide a clarification on their labelling
system in their next Transparency Report, as well as issue a public correction
to their last Transparency Report. We also requested Meta include Australia-
specific data on labelling in their next report, including metadata on the
content moderation process, including details on how many posts are labelled
after user flagging, as well as details on labelling disputes.

Meta indicated they would provide some clarifying language in their next
report but would not issue a public correction and could not provide any

further data. We then advised DIGI of our intention to trigger the complaints
process. DIGI's independent complaints sub-committee are currently Click to read more
deciding if the complaint is eligible to be heard.

Il. Investigations into X's removal of user reporting options

X (Twitter) used to allow users in six countries to user-report misinformation regarding
elections and politics. These were the US, South Korea, Australia, Brazil, the Philippines and
Spain (see Figures 15 and 16).

~

X Help Center Using X Managing your account Safety and security Rules and policies Resources +

And lastly, we're testing opportunities for you to share feedback with us and the community. While the actions we ultimately take
against a misleading post are driven by our rules, the public conversation is better served with diverse participation.

Misleading Info Reporting Flow - Some of you can report posts for containing misinformation. This is currently available in limited
testing to some people in Australia, Brazil, the Philippines, South Korea, Spain, and the US, though we are exploring how to expand.
These reports are reviewed and acted on independently from other post reporting flows (e.g. for abuse), as this test flow is used to
inform our misinformation-related strategy and operations.

Community Notes - Community Notes participants can write a note with additional information, to provide public context to the
community on a post they feel is misleading. Available in limited testing to some people in the US. Learn more here.

N /

Figure 15: Help Centre describing the former availability of Misleading Information Reporting Flow.?®
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& Post

X Safety %

We’re testing a feature for you to report Tweets that seem misleading -
as you see them. Starting today, some people in the US, South Korea,
and Australia will find the option to flag a Tweet as “It’s misleading” after
clicking on Report Tweet.

Figure 16: Confirmation of this from X's safety feed in August 2021. Note the trial was subsequently expanded
to Brazil, the Philippines and Spain in January 2022, with a commitment to “roll out this feature globally
throughout 2022."%°

Under this process, users could easily report content with three clicks, by clicking ‘Report Content’,
then selecting ‘It's misleading’, then ‘Politics™°. This encouraged reporting electoral misinformation and
made the process relatively easy. This was described as a trial that would be progressively expanded,
with X saying they will “roll out this feature globally throughout 2022" %

Sometime in the week commencing September 18th 2023, X updated its reporting flow and the ability
to report political misinformation was removed in these countries. As described in section 2C, we
contacted X in Australia,*? but received no response. We subsequently launched a complaint with Digi,
which led to X having their signatory status for the Code revoked.

People in the EU, including in Spain, now have a new reporting option allowing users to report
‘Negative effects on civic disorders or elections’ (see figure 12). However, the option for reporting
electoral misinformation no longer appears to exist outside of the EU, including in Australia. Users
would have to inappropriately report misinformation as ‘hate speech’ or the likes to submit it for review.

/ Legal reason for this report (required) \

+/ Select a value
Animal welfare
Data protection & privacy violations
Defamation/insult
lllegal or harmful speech
Negative effects on civic discourse or elections
Non-consensual behavior
Pornography or sexualized content

Protection of minors

Risk for public security

Scams and fraud

Scope of platform service
Self-harm
Unsafe and illegal products

Violence

Figure 17: Reporting options available to EU users, where they are covered by Digital Services Act protections.
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We also released our concern

publicly, which gathered global
media coverage. It is extremely
unlikely that X were not aware.

See for example Reset.Tech
Australia, Human Rights Law
Centre & Monash University
2023 Legislative interventions
on misinformation and
disinformation — What
comes next for Australia?
https://au.reset.tech/
uploads/Reset.Tech-Policy-
Briefing-Misinformation-
November-2023.pdf

Reset.Tech Australia 2024
Regulating for Transparency:
Transparency Reports in
Australia https://au.reset.tech/
news/briefing-transparency-
reports-in-australia/

Reset.Tech Australia 2023
How do platforms respond
to user-reports of electoral
process misinformation?
https://au.reset.tech/news/
report-electoral-process-

misinformation/
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Reset.Tech Australia 2023 30
Is political content over- or
under-moderated? https://
au.reset.tech/news/report-is-
political-content-over-or-under-

moderated/

Reset.Tech Australia 2023
Misinformation in paid-for
advertising https://au.reset.tech/
news/report-misinformation-in-
paid-for-advertising/

Reset.Tech Australia 2023
Recommender systems and
political content https:.//
au.reset.tech/news/report-
recommender-systems-and-

political-content/

X nd How we address 32
misinformation on Twitter
https:/help.twitter.com/
en/resources/addressing-
misleading-info

Twitter Philippines 2022 An
update on reporting potential
misinformation on Twitter
https:/blog.twitter.com/
en_sea/topics/company/2022/
update-on-reporting-potential-
misinformation-on-twitter

S
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Images of this are available

at Andrew Hutchinson 2021
‘Twitter Tests New Misleading
Info Reporting Option to
Further Combat Misinformation
in Tweets' SocialMediaToday
https:/www.socialmediatoday.
com/news/twitter-tests-new-
misleading-info-reporting-
option-to-further-combat-

misinf/605151/

Twitter Philippines 2022 An
update on reporting potential
misinformation on Twitter
https:/blog.twitter.com/
en_sea/topics/company/2022/
update-on-reporting-potential-
misinformation-on-twitter

Reset.Tech 2023 Open Letter
to X https://au.reset.tech/news/

open-letter-to-x/
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